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Homework 2

• DDL today
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AI-Assisted Software Engineering

Requirement 
Engineering

Coding

Testing / 
Verification

Repair

AIOps
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Express intention

Specifications Code

Validate code

In LLM4SE, the roles of human are 
intention expression and code validation.
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Apart from directly generating test inputs and oracles, 
we can also generate testing tools!



Fuzzing
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Test cases CodeGenerator

Coverage feedback



Generator Synthesis by LLMs
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Test cases CodeGenerator

Coverage feedback



Generator Synthesis by LLMs

9ELFuzz: https://www.usenix.org/system/files/usenixsecurity25-chen-chuyang.pdf



Generator Synthesis by LLMs

10ELFuzz: https://www.usenix.org/system/files/usenixsecurity25-chen-chuyang.pdf



Fuzzing
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Test cases CodeGenerator

Coverage feedback

Do we still need 
coverage?
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Test cases CodeGenerator

Remove feedback



13Generators Are All You Need: https://arxiv.org/pdf/2604.01442

LLMs reason and 
analyze the target 
program, then refine 
the generators aiming 
to cover unexplored 
code branches.



Fuzzing
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Test cases CodeGenerator

Coverage feedback



Fuzzing
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Test cases CodeMutator



16MetaMut: https://connglli.github.io/pdfs/metamut_asplos24.pdf

LLMs reason and 
analyze the target 
program, then 
generate the 
mutators.



Exercise
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Test cases CodeGenerator

Coverage feedback

Can you write the 
entire testing 
framework?



LibAFL

18https://aflplus.plus/libafl-book/
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Testing Verification
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Let’s see how to validate code



Program Verification
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22https://www.anthropic.com/research/formal-verification



23https://www.anthropic.com/research/formal-verification



24https://www.anthropic.com/research/formal-verification



Testing is Not Verification
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80%
Dev Effort in Testing

Edsger W. Dijkstra famously said: 
"Program testing can be used to show the 
presence of bugs, but never to show their 
absence!“
Formal verification uses mathematical 
proofs to guarantee correctness for all 
possible inputs.



Hoare Logic: Pre & Post Conditions
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Pre-condition (P): The state of the program before execution.

Command (C): The code block being verified.

Post-condition (Q): The guaranteed state after execution.

{ P } C { Q }
If 𝑃is true before 𝐶runs, and 𝐶successfully terminates, then 𝑄is guaranteed to be true afterward.



Example

• Precondition (𝑃): 𝑛 ≥ 0(The input must be non-negative).

• Postcondition (𝑄): 𝑠 = 𝑛 𝑛+1

2
(The final sum matches the 

mathematical formula).
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i := 0;
s := 0;
while i < n do
  i := i + 1;
  s := s + i;



A Practical Tool

Lean 4

28https://lean-lang.org/



29https://arxiv.org/pdf/2603.19329

How to derive 
precondition?

How to derive 
postcondition?

How to verify the 
implementation?

How to map the 
implementation?



Challenges

Real-world code is 
too complex to be 
verified

30https://www.stackscale.com/blog/linux-kernel-surpasses-40-million-lines-code/
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We Have Large Language Models



Opportunities
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1. Specification
Generating formal 
pre/post conditions 
from natural language 
descriptions.

2. Prove
Finding complex loop 
invariants that "explain" 
why a loop is correct.

3. Repair
Fixing programs or proofs 
based on feedback from 
the formal verifier.



Documents

33https://www.rfc-editor.org/info/rfc2083/



Top-Down Inference

34FM-Agent: https://arxiv.org/pdf/2604.11556v1



Top-Down Inference

35FM-Agent: https://arxiv.org/pdf/2604.11556v1



Turning Tests Into Proofs

36https://www.anthropic.com/research/formal-verification



The Gap

• LLMs are super powerful at solving problems
• The remaining huge gap is human intention and specifications
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Opportunities
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1. Specification
Generating formal 
pre/post conditions 
from natural language 
descriptions.

2. Prove
Finding complex loop 
invariants that "explain" 
why a loop is correct.

3. Repair
Fixing programs or proofs 
based on feedback from 
the formal verifier.



Decomposition: CoT

39https://arxiv.org/pdf/2603.19715



LLMs
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Token Consumption
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Proof Reuse
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Opportunities
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1. Specification
Generating formal 
pre/post conditions 
from natural language 
descriptions.

2. Prove
Finding complex loop 
invariants that "explain" 
why a loop is correct.

3. Repair
Fixing programs or proofs 
based on feedback from 
the formal verifier.



The "Verify-and-Repair" Loop

1. Propose: LLM generates a candidate invariant.

2. Check: SMT Solver attempts to prove it.

3. Feedback: If it fails, the solver provides a counterexample.

4. Repair: LLM uses the counterexample to refine the invariant.

44



LTL Syntax



Relax: G(a -> X(b U c))

• If a counterexample found, we 
relax the formula aiming to 
accept the counterexample.

• Randomly select an operator 
and change it.

• For example: X -> F
• “a d b c” is accepted by G(a -> 

F(b U c)), not G(a -> X(b U c)).

G

->

a

b c

X

U



Restrict: G(a -> X(b U c))

• If no counterexample found 
after a period, we restrict the 
formula aiming to expose 
more counterexamples.

• Randomly select an operator 
and change it.

• For example: X -> G

G

->

a

b c

X

U



Relationship



Relax and Restrict

Relax:

Restrict:



Event trace space of a model
Each dot is an event trace

F

F’’

The num of 
steps to relax 
F to F’’

F’Anomaly Detection

• For each LTL property F, we 
gradually refine it to F’ 
which satisfy all traces. In 
this process, we record F’’ 
which is the last LTL 
property that the traces 
that violate F still violate.

• It provides a logic-based 
deviation measurement.



LTL Property Refinement

• If no suspicious 
anomaly behaviors, 
we relax the LTL 
properties to the LTL 
properties that less 
than X% traces violate.

• If refinement fails, 
remove this LTL 
property.

Event trace space of a model
Each dot is an event trace

F1

F2

F3



Event trace space of a model
Each dot is an event trace

Fuzzing/Verification -> LTL

• Guide LTL property generation 
towards 1) the boundary of 
discovered event traces, 2) 
covering more APs.

• Use verification to look for 
counter examples

F1

F2

F3



Questions

53

Next class: Validation Exercise
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