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In LLM4SE, the roles of human are
Intention expression and code validation.



Apart from directly generating test inputs and oracles,
we can also generate testing tools!
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Generator Synthesis by LLMs

LLM-driven synthesis over fuzzer space
Fuzz

DW Ccoverage

High coverage High coverage High coverage
LiF] i ¥] L]
L= Q o
5+ . . 4] o
2 LLM-driven mutation e 2
— el — —
NF lorati & o
N UZZEer space exp oration % N
= = =
fy ey (S5
Naive
fuzzer
Low coverage Low coverage

Using an LLM to evolve the input generators

ELFuzz: https://www.usenix.org/system/files/usenixsecurity25-chen-chuyang.pdf



Generator Synthesis by LLMs

Mutating a seed generator by LLM-written patches

“Rewrite line 2 to make the
generator cover more code”

f _fuzzer_f f:_.r_a_ndom Randam)} -=
return

1 def_ fuzzer fdlrandom: Bandoml 2 _ Sl o o -
2 " random_sequence = 1
3 | while len [random_sequence) < MAX_LEN: I
4 | choice = random.randint(0, CHOICE_RAMNGE) |
k% elif choice == 0: |
& random_sequence +=""
7 ! else : !
1 def _fuzzer fbirandom: Rand#_} ___________ 8 : break :
F] |r random_sequence = L 'i ] | return  random_seguence |
3 1 while len (randem_sequence) < MAX_LEN: | - T
4 choice = random.randint(0, CHOICE_RANGE) |
5 if choice == O
[ ! random_sequence +="(" l FD
7 | else : |
] ! break |
[ : return  random_sequence 1
e ——— E
Fg
1 def fuzzer chandum Rand®m) - st
2 Frandom_sequence =" TTT== 9
] I while len (random_ sequence] < MAX_LEN; |
4 I choice random.randint(0, CHOICE_RANGE) I
5 I if choice == 0: I
& I random_sequence + I
7 | elif  choice 1: |
a I random_sequence + |
4 I else : I
10 I break I
11 Irélurn randam sequs;rnﬁl-;- |
e e e e e e e e e e e e e e e e e e = e e e = )

ELFuzz: https://www.usenix.org/system/files/usenixsecurity25-chen-chuyang.pdf



Fuzzing
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Remove feedback
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Mutate

Random

seed T '
[ Input’ Generator E arge ]
LLMs reason and ] [ ] [ SEE
81600160116 Refi
analyze the target e
program, then refine / Predicate-guided generator svnthesis\ Predicate
. . . feadback
the generators aiming Py e
Source code,| Tool
tO cover unexplored fu;zr:czrgetc czlcl;
code branches. {=} [ rnrri ]
Command : Agent
line Tool
Results
Bash, JOF
=) J

13

Generators Are All You Need: https://arxiv.org/pdf/2604.01442
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LLMs reason and
analyze the target
program, then
generate the
mutators.

MetaMut: https://connglli.github.io/pdfs/metamut_asplos24.pdf

@Actionﬁpmgram N Task . Creativity &
Expertgirycture List Description Sampling Hints

o Mutator Invention

e, Template w/ pAST API Al
Expert-: - +

Mutator Example Mutator Description

o Implementation Synthesis

Mutator Implementation (i)

Al

9 Validation and Refinement

g - Compile - Run
| |
Al l
Request fail  validity Expert
Bug Fix Feedback Check

pass
Valid Mutator
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Exercise

Generator
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Can you write the
entire testing
framework?
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Test cases

Code
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LIDAFL

LibAFL , the fuzzer library

Advanced Fuzzing Library - Slot your own fuzzers together and extend their
features using Rust.

LibaFL is a collection of reusable pieces of fuzzers, written in Rust, it gives you
many of the benefits of an off-the-shelf fuzzer, while being completely
customizable. Some highlight features currently include:

* fast : We do everything we can at compile time, keeping runtime overhead
minimal. Users reach 120k execs/sec in frida-mode on a phone (using all
cores).

® scalable: Low Level Message Passing, LLMP for short, allows LibaFL to
scale almost linearly over cares, and via TCP to multiple machines.

e adaptable : You can replace each part of LibAFL . For example, BytesInput is just one potential form input: feel
free to add an AST-based input for structured fuzzing, and more.

o multi platform: Lib&FL runs on Windows, macOS, iOS, Linux, and Android, and more. LibaFL can be built in
no_std mode to inject LibAFL into obscure targets like embedded devices and hypervisors.

® bring your own target : We support binary-only modes, like Frida-Mode, as well as multiple compilation passes
for sourced-based instrumentation. Of course it's easy to add custom instrumentation backends.

https://aflplus.plus/libafl-book/
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Testing

Verification
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Let’s see how to validate code
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Program Verification



LLMs are making formal software
verification feasible at a much larger scale

https://www.anthropic.com/research/formal-verification

22



Inputs tried

0

Crashes found

0

Fuzz entrypoint

Huge numbers of inputs through one entrypoint

Where outside input enters the program

-
=== One execution (one input's path)

== Executionthat hitacrash
@® Crashfound
& Crash patched (path + tick)

N

\

W

Fuzzing

A potentially vulnerable program

’

https://www.anthropic.com/research/formal-verification
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Formal verification

A test only a proof can pass — every path from this entry point, not the whole program

A potentially vulnerable program

-

Entry point

=== Proved free of
memory-safety crashes

® Bugsurfacedinproving
& Patched, then proved
Proof written by Claude

. J \

The proof relies on the formal model of the chip and operating system being right; that model is provided and being open-sourced too.

https://www.anthropic.com/research/formal-verification



Testing is Not Verification

Dev Effort in Testing

Edsger W. Dijkstra famously said:
"Program testing can be used to show the

presence of bugs, but never to show their
absence!*

Formal verification uses mathematical

proofs to guarantee correctness for all
possible inputs.

25



Hoare Logic: Pre & Post Conditions

Pre-condition (P): The state of the program before execution.
Command (C): The code block being verified.

Post-condition (Q): The guaranteed state after execution.

{P}C{Q}

If Pis true before Cruns, and Csuccessfully terminates, then Qis guaranteed to be true afterward.

26



Example

* Precondition (P): n = 0(The input must be non-negative).
n(n+1)

* Postcondition (Q): s =
mathematical formula).

(The final sum matches the

1 := 03

S := 0;

while 1 < n do
1 := 1 + 1;

S := s + 1;



A Practical Tool

Lean 4

_ N
V

Lean is an open-source programming language and proof
assistant that enables correct, maintainable, and formally

verified code

- Install

https://lean-lang.org/

-

Powerful automation Mathematics

-- 'Grind' efficiently manages complex pattern matching and

-- case analysis beyond standard tactics.

example (x : Mat) : @ < match X with

| & =>1
| m1 =» x + n := by
grind

-- Automatically solves systems of linear inequalities.

example (x ) : Int)
27 € 11%x + 13%y - 11%x + 13*y 3 45
+ =18 2 7*Xx - 9%y s 7FX - G%y > 4 := by

grind

Grind is a powerful tool that can help you prove theorems
quickly and efficiently.

2]
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def FindSingleNumber_precond (nums : List Int) : Prop :=
let numsCount := nums.map (fun x => nums.count Xx)
=1V c=2) A numsCount.count 1 =1

numsCount.all (fun ¢ => ¢ =
-- Implementation: find the unique element that appears exactly once
def filterlist (x : Int) (nums : List Int) : List Int :=
nums.filter (fun y => y == x)

def FindSingleNumber (nums : List Int)

(h : FindSingleNumber_precond nums) : Int :=
match nums.filter (fun x => (filterlist x nums).length == 1) with
| x :: _ => x
| [] => 0

-- Postcondition: result is the unique element; others appear twice
def FindSingleNumber_postcond (nums : List Int) (result : Int)

(h : FindSingleNumber_precond nums) : Prop
nums.length > @ A (filterlist result nums).length = 1 A

V (x : Int), x € nums — x =

-- Verification goal (proof to be synthesized automatically)

theorem FindSingleNumber_spec (nums : List Int)

(h : FindSingleNumber_precond nums) :
FindSingleNumber_postcond nums (FindSingleNumber nums h) h := by

sorry

https://arxiv.org/pdf/2603.19329

-- Precondition: every element appears 1 or 2 times; exactly one is unique

result V (filterlist x nums).length = 2

— How to derive

precondition?

—— How to map the

implementation?

— How to derive

L postcondition?

—— How to verify the

L implementation?

29



Challenges

167 Evolution of Linux Kernel Lines of Code
Real-world code is 4.0}~ tines of ode o182
too complex to be 35
verified 30l
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https://www.stackscale.com/blog/linux-kernel-surpasses-40-million-lines-code/ 30



We Have Large Language Models

31



Opportunities

++

y A
1. Specification
Generating formal
pre/post conditions

from natural language
descriptions.

Q

2. Prove

Finding complex loop
invariants that "explain'
why a loop is correct.

p <

3. Repair

Fixing programs or proofs
based on feedback from
the formal verifier.

32



Documents

To reverse the effect of the Average filter after decompression,

output the following value:

Average(x) + floor({(Raw(x-bpp)+Prior{x))/2)

https://www.rfc-editor.org/info/rfc2083/

33



Top-Down Inference

F1-{Pr1} F2 {Qm}

Fl: =

F1-{Pr} F3 {Qrs}

¥ ¥
Fg: Fy 1'_"3: Fs
F
Far-{Pra} F4 {Qm} Far-{Prst F3 {Qrs} Fsr {P'rst F5 {QFs}
f ' T

Fi: Fs:

F: F F + {P} C {Q}

Fuonction Body Function Call Expected Spec

FM-Agent: https://arxiv.org/pdf/2604.11556v1
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Top-Down Inference

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------

i Pre-condition:
i - “s” is a non-empty string slice.
. - “gnu_extensions” reflects the active language mode.

. Post-condition:

. - Returns Some(token kind) if “s” is a reserved keyword.

. The keyword set covers C standard keywords for
C89 through C23, ...

- Returns None for all other identifiers.

FM-Agent: https://arxiv.org/pdf/2604.11556v1
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Turning Tests Into Proofs

To address this for the code in the open-source libraries that we
sought to prove, we take the approach of automatically
converting their preexisting compilable test suites into a spec
by encoding the rule “this test suite always passes,” using a
general model of what it means to execute any RISC-V-
compiled binary on Linux. Historically, proving such specs was
intractable, given the inherent complexity of writing a proof
that can encompass and make an argument over all possible
behaviors and interactions of tens of thousands of assembly
instructions over any input (and the fact that proofs tend to be
extremely large as a result). This is where today’s LLMs come
in: churning through millions of lines of code in pursuit of a
well-defined goal is a task that LLMs are extremely well suited
for.

https://www.anthropic.com/research/formal-verification 36



The Gap

* LLMs are super powerful at solving problems
* The remaining huge gap is human intention and specifications

37



Opportunities

++

y A
1. Specification
Generating formal
pre/post conditions

from natural language
descriptions.

Q

2. Prove

Finding complex loop
invariants that "explain”
why a loop is correct.

p <

3. Repair

Fixing programs or proofs
based on feedback from
the formal verifier.
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Decomposition: CoTl

Initial State O

(step0 ] [ Step1 ) ([ stee2 ] [ Stee3 )

l l l l

Proof step
Generation + Revision

State 1 @ State 2 State 3 _5 Proof state :
score: 0.7 Score: 0.2 Score: 0.5 G Rarking +F3 ltermg
N7/
( Step 4 5 [ Step 5 j ( Step 6 )

A Error in /;,‘,'Tﬁ’ga;:-,i Counterg;\';\,-,-‘(:»35 #b, Done or Proveol l:y
Final State @ execution \QJ/ exisTs /2, Sfeo{gelﬂo\mmer

https://arxiv.org/pdf/2603.19715



‘LLMS
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Claude Fable 5.1

For demanding reasoning and
long-horizon agentic work

*

Claude Opus 5.5 Claude Sonnet 5.5

For long-running agentic coding  The best combination of speed
and knowledge work and intelligence

40



‘Token Consumption

100% - I
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Opus 3.0
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Proof Reuse

Each proof builds on the ones before it

File reused, unchanged

0.5M

™

Files reused
15M | 0

Tokens to a passing proof: [} Cheaper than alone

MNotcheaper === Same task, agentalone
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Opportunities

++

y A
1. Specification
Generating formal
pre/post conditions

from natural language
descriptions.

Q

2. Prove

Finding complex loop
invariants that "explain'
why a loop is correct.

p <

3. Repair

Fixing programs or proofs

based on feedback from
the formal verifier.

43




The "Verify-and-Repair" Loop

1. Propose: LLM generates a candidate invariant.

2. Check: SMT Solver attempts to prove it.

3. Feedback: If it fails, the solver provides a counterexample.

4. Repair: LLM uses the counterexample to refine the invariant.

44



LTL Syntax

Let X2 be a finite alphabet. A word w over X is an infinite sequence of letters apajasas.... with a; € %
for all i > 0, and a language is a set of words. A finite word is a finite sequence of letters. As usual,

the set of all words (finite words) is denoted X« (3*).
Definition 1 (LTL syntax). LTL formula ¢ over a set Ap of atomic propositions are constructed

by the following syntax:
pu=tt| fflal-a|Xeo|Fo|Ge|pUp | eWe | oRyp | (1)
Mo |p =l = o|lohp|pVe|lpdy

where a € Ap is an atomic proposition and X, F, G, U, W, R, M are the next, finally, globally, (strong)
until, weak until, (weak) release, and strong release operators, respectively.
Depending the number of operands, the operators can be classified into:

unary operator := X | F | G | =
RIM| »| < | AN |V ]|®

binary operator :=U | W



Relax: G(a -> X(b U c))

* |f a counterexample found, we
relax the formula aiming to
accept the counterexample.

* Randomly select an operator
and change it.

* Forexample: X->F

e “adbc”is accepted by G(a ->
F(b U c)), not G(a -> X(b U c)).




Restrict: G(a -> X(b U ¢))

* |f no counterexample found
after a period, we restrict the
formula aiming to expose
more counterexamples.

* Randomly select an operator
and change it.

* Forexample: X->G




Relationship

We let L(p) := {w € (297)¥ : w |= ¢} denote the language of LTL formula . For any LTL
formmulas ¢ and 10, we have the following relations:

L(ff) € L(Gyp) C L(Xy) C L(Fp) C L(tt)
L(ff) € Lleny) C LlpMy) C LlpRy) C LeUy) C L(eWy) C Llpv) C L(tt)
L(ff) C Llp®Y) C LlpVe) C L(tt)

L(ff) € Lleny) C LleMy) C LlpRy) C Llp ) C L(t) (3)
L(ff) C LleAp) C Llp <= ) C Lp ) C L(t)

L(ff) € LleAY) C L(p) C LlpV) C L(tt)

L(ff) € L(Gy) C L(p) C L(F'p) C L(it)



Relax and Restrict

Relax: —

L(ff) € L(Gy) € L(Xp) C L(Fp) C L(tt)

LUff) C LlpAY) C LeMy) C L(pRY) C LlpUy) C L(eWY) C L{pVp) C L(tt)
L(ff) C Llpdy) C LlpVYy) C L(tt)

LIff) C LlpAY) C L{pMy) C L(pRY) C L(p ) C L(t)

L(ff) € LleoAd) C Llp <= ) C Llp »1) C L(t)

L(ff) € LlpAd) C Lip) C LlpVy) C L(tt)

(ff) © Lf

Gy) C Lp) C L(Fyp) C L(tt)

Restrict: —



Anomaly Detection , B

* For each LTL property F, we
gradually refine itto F’
which satisfy all traces. In
this process, we record F”’
which is the last LTL
property that the traces
that violate F still violate.

AN

steps|to relax

* |t provides a logic-based to FY

deviation measurement.

Event trace space of a model
Each dotis an event trace



F

LTL Property Refinement \

* If no suspicious
anomaly behaviors,
we relax the LTL
properties to the LTL
properties that less
than X% traces violate.

 If refinement fails,
remove this LTL

property.

Event trace space of a model
Each dotis an event trace



Fuzzing/Verification -> LTL

* Guide LTL property generation
towards 1) the boundary of
discovered event traces, 2)
covering more APs.

 Use verification to look for
counter examples

Event trace space of a model
Each dotis an event trace
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Questions

Next class: Validation Exercise
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