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Predefined Tools

Description Permission Required

Executes shell commands in your environment. See Bash

Bash tool behavior Yes
Edit Makes targeted edits to specific files. See Edit tool behavior Yes
Glob EZ:;V];E?S based on pattern matching. See Glob tool NG
Grep Searches for patterns in file contents. See Grep tool behavior No
Read Reads the contents of files. See Read tool behavior No
Write Creates or overwrites files. See Write tool behavior Yes



Problem

How to efficiently add a new tool?



4 Model Context Protocol



MCP ) ,
architecture s — - [MCP clients| -

client.py

Remote
services

- . e e e e e e e e e e e

Local data
sources

A unified interface to add tools for agents.



MCP Workflow

LS EEb Client Server DiEie

Analyse latest commit

a
Need read git history
< Call tool: list_commit()
JSON-RPC Request
Fetch Git Logs
>
Return Logs
<JSON—RPC Response
Tool Output
rrrrsnnnnnnisnannnnaes

Analyse results
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Architecture

Within agents

MCP MCP
e EEb Client Server DIl



Architecture

Description Permission Required

Executes shell commands in your environment. See Bash

Bash tool behavior ves
Edit Makes targeted edits to specific files. See Edit tool behavior Yes
Glob Finds files based on pattern matching. See Glob tool No

behavior

Grep Searches for patterns in file contents. See Grep tool behavior No

Read Reads the contents of files. See Read tool behavior No

Write Creates or overwrites files. See Write tool behavior Yes

A

Register as a tool External servers

MCP MCP

e EEb Client Server
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Example: FastMCP

FastMCP

all the add tool fastmcp
ult = await client.call_tool(
mcp = FastMCP
"add",
1 mcp.tool
1 ] 3 aadia: 1nt 0 1NT
a": 3,
"b": 5
}
name
MCcp.run
MCP
User LLM :
Client

https://gofastmcp.com/

y,

MCP
Server

Data
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Let us build a simple MCP server



JSON-RPC Protocol

{

"jsonrpc": "2.0",

n: _qn,
id": 1,
result = await client.call tool(

"add", — "method": "tools/call", 3 wr-coo

from fastmcp import FastMCP

&

# Call the gdd tool

mep = FastMCP("Demo

{ "params": { T
"ati 3, " n, « " e
s s name": “add"”,
} ||argumentsll: { mcp.run
)} llall: ’

llbll: 5'
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Protocol

{
"jsonrpc": "2.0",
"id": 1,
"method": "tools/call",
"params": {
"name": "get_weather",
"arguments": {
"city": "Zurich"
}
}
}

https://gofastmcp.com/servers/server

Tools are functions that clients invoke to perform actions or access external systems.

mcp.tool
multiply(a: float, b: float float

Resources expose data that clients can read — passive data sources rather than invocable

functions.

mcp.resource
get_config dict

Prompts are reusable message templates that guide LLM interactions.

mcp.prompt
analyze_data(data_points: list[float str
formatted_data join(str(point point data_points

{formatted_data}

https://modelcontextprotocol.io/docs/learn/server-concepts



Example: Web Browser

{3 Browser MCP ©) GitHub

Browser Tools

Everything you need to automate your browser

L e &

Navigate

Mavigate to a URL

Press Key

Press a key on the keyboard

i

LE

Hover

Hover over element on page

https://browsermcp.io/

Go Back

Go back to the previous page

[0
Snapshot

Capture accessibility snapshot of the
current page

o

Type Text

Type text into editable element

Go Forward

Go forward to the next page

Click

Perform click on a web page

(N

Get Console Logs

Get the console logs from the browser

Wait

Wiait for a specified time in seconds

Drag & Drop

Perform drag and drop between two
elements

)
Screenshot

Take a screenshot of the current page
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Agent VS Human

Bot vs. Human worldwide
Bot (automated) vs. human HTTP requests distribution to HTML content

e Bot Human
61.4% 38.6%
100%
90%
80%
70%
60%
50%
40%
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20%
10%

0%

Sep 14 Sep 15 Sep 16 Sep 17 Sep 18 Sep 19 Sep 20

29 Cloudflare Radar Last 7 days | Sep 21, 2026, 07:45 UTC

https://radar.cloudflare.com/traffic#bot-vs-human 16



'MCP M

a rket https://mcpmarket.com/

= 36,974 Servers Updated 1 hour ago

Find The Best
MCP Servers)

Directory of awesome MCP servers and clients to connect Al agents with your
favorite tools.

All Developer Tools API Development Data Science & ML Productivity & Workflow Analytics & Moni >
Official MCP Servers View all official servers =
Firecrawl I ElevenLabs ) Magic
Empowers LLMs with advanced web scraping Enables interaction with Text to Speech and audio Generate modern Ul components instantly from
capabilities for content extraction, crawling, and... processing APIs for MCP clients. natural language descriptions within your IDE.
WEB SCRAPING & DATA COLLECTION 4.2k API DEVELOPMENT Trl.dk DEVELOPER TOOLS o 5.2k
Browserbase (3 Exa Tavily
Enables LLMs to control cloud browsers for web Enables Al assistants like Claude to perform web Integrates Tavily's search and data extraction
interaction, data extraction, and task automation... searches using the Exa Al Search API. capabilities with Al assistants via the Model Contex...
BROWSER AUTOMATION 3.4k API DEVELOPMENT ¥ 4.6k WEB SCRAPING & DATA COLLECTION 2 1k
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Next Problem

Are these tools safe to execute?

18



5 Sandbox



Tool Sandbox

e Environment isolation
 Trackable execution
* Recoverable to snapshot

Sandbox 1 (Isolated env)

Sandbox 2 (Isolated env)

20



Multi-Layer Sandbox

* 1. Running bash commands in the sandbox via /sandbox

* 2. Running the MCP server in a sandbox
{
"mcpServers": {
"risky-server": {
"command": "npx",
"args": ["@anthropic-ai/sandbox-runtime”, "npx", "-y", "risky-mcp-server"]
}
}

(S

* 3. Running the entire coding agent in a sandbox
* npx @anthropic-ai/sandbox-runtime claude

* 4. Running OS in sandbox

21



Sandbox Discussion

* Every day coding on my own laptop

> Bash sandbox via /sandbox
* Coding on shared servers

> container/VM or sandbox runtime
* Trying out a random MCP server from the internet

> wrap it with the sandbox runtime, or runina VM

22



Next Problem

How to reuse the workflow of using agents?



6 Skills



—

e
.

How do you
debug this issue?

o=

-

Debug this issue <issue description>:

1. Reproduce the failure locally

2. Collect stack traces

3. Identify the smallest failing component
4. Write a regression test

5. Implement the fix

6. Run the test check script

Rules:
- Never modify tests to hide failures
- Every bug fix requires a regression test

25



Here is my prompt.

n
.

—

Debug this issue <issue description>:

1. Reproduce the failure locally

2. Collect stack traces

3. Identify the smallest failing component
4. Write a regression test

5. Implement the fix

6. Run the test check script

Rules:
- Never modify tests to hide failures
- Every bug fix requires a regression test

26



Debug this issue <issue description>:
1. Reproduce the failure locally
—> 4. Write a regression test

5. Implement the fix
6. Run the test check script

2. Collect stack traces
n 3. Identify the smallest failing component
A A

Rules:
- Never modify tests to hide failures
- Every bug fix requires a regression test

Copy it

— Debugthisissue <issue description>:
-

27



Debug this issue <issue description>:

1. Reproduce the failure locally

2. Collect stack traces

3. Identify the smallest failing component
4. Write a regression test

5. Implement the fix

6. Run the test check script

Rules:

- Never modify tests to hide failures
- Every bug fix requires a regression test

Reusable workflow description: Skills

28



Memory?

Debug this issue <issue description>:

1. Reproduce the failure locally

2. Collect stack traces

3. Identify the smallest failing component
4. Write a regression test

5. Implement the fix

6. Run the test check script

Rules:
- Never modify tests to hide failures
- Every bug fix requires a regression test

MEMORY.md

[user description]

[ feedback/preference]
[project status]
[reference doc]

.

It is not a global workflow polluting context.

29



Skills

* Arecord of experience (Standard Operating Procedure) of a
certain type of task

* For example:
 How to type log fields . I

* How to query slow SQLs

| , in)
* How to write commit message -@

30



Skill Distillation

https://titanwings.github.io/colleagu
e-skill-site/gallery/

d | dot-skill

https://github.com/titanwings/coll
eague-skill

| oa.skill

metafski'?%l.lﬁ

meta-skill

Skill Gallery

+ {23TFfY Skill

k2 skill

K Khazix Skills

B ESiEwiEiE

& | Bt.skill

K KSE.skil




‘Skill.md

(

my-skill/

- [3) sKILL.md

ED] name + description

Bl WotkRoW == ——=mmm e

- | ] references/

-] scripts/

- | 7] assets/

g N\
(~=" le 1 STy <~1OO tokens)
: /7 Define name and description

; J
-—==p e 2 After Task Completion =

—= Update SKILL.md with the final text N~
3 As Needed
( o0

- @

Use files in references/, scripts/, or assets/
as supplemental context

A skill = Prompts + scripts + other reference files

32



How to Trigger a Skill?

Meta data

Instructions

SKILL.md

name: systematic-debugging
description: Use when encountering any bug, test failure,
or unexpected behavior, before proposing fixes

# Systematic Debugging
## Phase 1

## Phase 2

33



How to Trigger a Skill?

SKILL.md

name: systematic-debugging
Debug this issue < » | description: Use when encountering any bug, test failure,
or unexpected behavior, before proposing fixes
* If the prompt matches the # Systematic Debugging
metadata: it Phase 1
* Load full instructions and
follow them. ## Phase 2

34



How to Trigger a Skill?

SKILL.md

name: systematic-debugging
description: Use when encountering any bug, test failure,
or unexpected behavior, before proposing fixes

Debug this issue < >

* If the prompt matches the

metadata: # Systematic Debugging
* Load full instructions and #4 Phase 1
follow them.
* Execute scripts only when ## Phase 2
necessatry.

Lazy load for saving context window -

35



Example

< Back to List

systematic-debugging

byobra 7 128.7k % 8 (f GitHub

A structured methodology for debugging software issues that enforces root
cause analysis before proposing fixes. It provides a four-phase process
with concrete steps, common pitfalls to avoid, and integration with other
skills like test-driven development. The skill prevents random guesswork
and ensures systematic problem resolution.

LIVE LOGIC CIRCUIT e

5 START .

Encounter bug, test failure, or unexpected
behavior

hd

o CHECK ERROR MESSAGES

Read error messages, stack traces, line

numbers, file paths

I
'
1
I
[
hd

https://www.skillhub.club/skills/obra-superpowers-
systematic-debugging

[5 From collection "superpowers”

Grade S 9' 2

AI SCORE

(% Best Practices JEESRZETMCE 8

Download Complete Skill

Copy SKILL.md only

>~ One-Click Install

B Try this Skill

USER RATING

Loginto rate this Skill

USER RATING

Qur | ®pown

FILE EXPLORER

4 condition-based-waiting-example...
s condition-based-waiting.md

3 CREATION-LOG.md

LY defense-in-depth.md

[ find-polluter.sh

You can share your skills at:
https://www.skillhub.club

36



Let us build a simple Skill



Are your skills good enough??



SkillOpt: Optimize Your Skills

©® PARAMETER

skill.md

fast field slow fiel

@ VALIDATION GATE ® FORWARD

Held-out check Rollout batch

d the held-out score improve collect

? ~  Training Loop |
A
@® BACKWARD

Minibatch reflection

© CANDIDATE

Proposed skill
apply the bounded edits

ildn't

© BOUNDED UPDATE

Merge & rank, then clip
keep the tog jit inder the
T Pk

https://github.com/microsoft/skillopt

Ajectories

flect on what worked and w

1at
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COBRA-SKkills: Spend Evaluations Selectlvely

' "
® Bandit-6Guided Prioritization @ Target-Agent Evaluation
o o) N O :
pEEssreEssEsTass . s i . Highest-priority Skill Selected
2, = P(s) E NN Pr'cdic'rmn : [ LinUCB Bonus : - Skill 5t = = ~
o) " o |y S\ — U 4 Reward
| eo0oe . ’ ' i . . P Ty
i . + me o) -y T ’
| #eoee % Q | . queny| = U i3 Trajectory
| senos ' \ / <?> T
- S \sssssssasssased  ssssssisssuias: - / J
p T ry
Current Skill [ Identify Low-Priority Skills ' ‘
t Population P, \i Using Updated NN+UCB Scores Update NN and UCE Record r, and 7
(T e e S s e e — ~ :
® Skill Populm‘lon Upda’re | 3 Optimization History
| ( Current Skill Population P, Ew.\lvc Updated Skill Pomlatlon :Pm : S Trajectory
: I Archive (T Evaluated Skill s,
: .Ell E‘j ?_’B ;[j Sjp w u \Tj : : i skill Embedding z
| ]z . ol I B¢ o L : ) 3
| YA N A .\_'._‘ } I E HEi::Lua*:'::" {} Reward
I\ Pr'uned ) Retained Newly Evolvad Y. J R .
e W Y . ebille T T T [
"? Replace Low-Priority Sk,'lls | Provide Accumulated Evidence
i with Newly Evolved Skills v
(2 Ewdence -grounded Skill Evoluhon
" New Skills | [ “* Regeneration ' . %Rﬂllnuf Mutation > Cr'ussover'
( 5n L AL LLE lf.‘f,_l E ( 54 AL LLE ( 'S Sc
: \\T 4= > — | | - j + (el — |- MW -
~ © No-skill Trajectory %, | Selected Skill s, Trajectory | Strong strong Shs Wk Skl
'\. J '\\..‘._________________________________________.' M e e . _

https://arxiv.org/abs/2609.11682
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https://arxiv.org/abs/2609.11682

Skill Issue: Do optimized skills really help?

Table 1: Final test-set score and optimization cost per repository. Spend 1s the total agent API cost of

the run.

repository optimizer A test-set  paired spend wall clock

JetBrains/koog GEPA +1 0.525 $368.82 4.7h
SkillOpt +2 0.546 $401.44 8.14h

kotest/kotest GEPA +3 0.554 $182.48 4.9h
SkillOpt +1 0.519 $263.56 13.3h

ktorio/ktor GEPA +4 0.567 $312.87 13.0h
SkillOpt —2 0.437 $484.81 25.2h

total $2,013.98 69.2h

On three Kotlin repositories, observed skill-optimization gains remain difficult to
distinguish from agent run-to-run variance.

https://arxiv.org/abs/2609.12742


https://arxiv.org/abs/2609.12742

Subagents vs Agent Skills: Invocation Matters

Agent Skill Subagent

Main context Main context Subcontext 1 Subcontext 2

Type of tokens

= input = skill prompt (SKILL.md)
= reasoning = communication
= output

With clear I/0 contracts, subagent execution can improve results, at the cost of extra
communication tokens.

https://arxiv.org/abs/2609.09233

42


https://arxiv.org/abs/2609.09233

SkillSpec: Check Intent Against Behavior

1. Unified Graph Construction

[ sKiLLmd

~

L
- S /

- ¥ A
l Context ‘ StageA-1 | [StageB-1 l

l load() l [clean{)]
I
N T
Plain [Inline_codel [ StageB-2 process() l
(] Struetural node Binds to /
code ;

|| operation node

==k Contain

—* Dapendancy

s
‘Inline_cc:de] | Ref_code ]’ visualize()
J/

\.

2. Intent-Masked Specification Reasoning

3. Validation in Sandbox

@ A QB @

Hoare-style

{PC{Qs) = {P.} C{Q.)

l@l

}

'\Self Meighbors Lineage Holistic

D wvisible info

rjp\" % — | 1:1| Fact Spec-H -
- L Candidate i
T Workflow/Code
@ Expect Sp-ac Predicate

Conflict = UNSAT (@4 A Q.)

masked |nfy \

.

D,

e ORERCOOR o

3) Validated Defect

Audit: Trajectory
Evidence: Case & Reason

4 \ ' ™\
Mask-based Perspective Spec Extraction Spec Reasoning 1) Preparation
Workflow Code
./- \ l,/, \I Candidate Candidate
ih‘ Y o.-:;h [i t;‘l —> a Fact Spec-S ¢ . "' !
- - Dedicated task Test cases
_ = Fact Specs | [Expect Spec - i .
P:S H —*{|:1] Fact Spec- v
5 I1:1] Fact Spec-N
¥ ¥ 2) Execute in Sandbox

SkillSpec compares declared intent with encoded behavior and validates suspected
skill defects in an isolated sandbox.

https://arxiv.org/abs/2609.06052
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https://arxiv.org/abs/2609.06052

'Who Maintains Agent Skills?

getsentry

trailofbits M Al co-author trailer

obra M human-committed

. M human-merged (PR)
anthropics [l s e i

share of substantive maintenance edits (%)

Original paper crop: Figure 2, PDF p. 7 | arXiv posted 04 Sep 2026

Across five repositories, all 254 substantive skill edits were human-authored or human-
merged, while 62% carried Al co-author trailers.

https://arxiv.org/abs/2609.05677 44


https://arxiv.org/abs/2609.05677

Mine Reusable Procedures From Code

Ai.";T & Parsing_,. &SR (V=W & (u)-P(u)
(%] functions Y
—> @ methods ilo Global Ranking

\
Top-K Selection

< Deduplicate = Accept

!(/)!

1,006,822 skills in Bank
1 Purpose-level Skill Bank

classes

&% Raw Evidence Archive

def add(a,b):
refurna+b
L N N

for i in range(n):
total += add(i, i)

Operational Card Q

Atomic skills

— @ Composite skills

Source Code

A

' [ 4 Structural Q Pattern skills
(2. Behavioral
i @ Constraints ¢
V
- - = Reconstruct Code Q

Code2Skill builds a retrievable skill bank from source code, using reconstruction and

source-aware checks.

https://arxiv.org/abs/2609.05571
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https://arxiv.org/abs/2609.05571

How can | help you today?

B skills

B¢ Connectors

£ Plugins

b

il

x Record a skill

Your screen, clicks, typing, and voice are recorded, then sent to
Claude and turned into a repeatable skill.

@ Recorded demonstration-23.4s >
!

>

v Saved as [file-expenses

46
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g o o)
Prompts = B - - _ <€
Context Management i i

Subagents

47



All Agents Do is Prompt Organization

* Model system prompts
* Not visible

* Project system prompts
* Claude.md in each project folder

* Memory/Skills

* Extended capabilities

* User prompts
* Your inputs

48



Other Agents

* Coding agents are major agents
* Share similar architectures with other agents

49



MiMo Code

MIMO CODE

MiMo Auto - medium

N#EE - ctriep &N e EmENnE S FTHER

. 71517 mimo agent create SN B EIER

https://mimo.xiaomi.com/coder?lang=en

Top-Tier Models Out of the Box

No login, ready out of the box. Experience
multimodal models on par with Claude
Sonnet 4.6 — free.

50



Other Coding Agents

Visual Studio Code
extension

)-

Terminal

51



Other Coding Agents

GitHub Copilot

4 files changed

race-service.ts src/lib/data
race-service.test.ts src/lib/data
+page.server.ts src/routes

@ +page.svelte src/routes

2 Add Context...

Edit files in your workspace in agent mode

Agent v Auto v

First-generation coding agent by GitHub.
https://github.com/copilot

52



Other [_\nn“nrf N sAnte

Codex

A coding agent that helps you
ship with Al—powered by C

Download for Windows 2

Coding agent by OpenAl.
https://openai.com/codex/

53



Other Coding Agents

Tips for getting started:

Ask questions, edit files, or run commands.

Be specific for the best results.

. Create GEMINI.md files to customize your interoctions with Gemini.
/help for more information.

O S

[

> |

~/Developer/playground sandbox-exec (minimol)

Coding agent by Google.
https://geminicli.com/

gemini-3-

pro

54



Other Coding Agents

Popular open-source coding agents.
https://opencode.ai/
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‘Other Coding Agents

Cursor Desktop
READY FOR REVIEW 6 Build Landing Page € > '  http://localhost:3000 o §

@ Build Landing Page make a landing page based on attached docs
Done. Fonts preload in the head,... explaining what we do

Acme Labs

@ Analyze Tab vs Agent Us,., now Read about-a
A oW o IntroParagraph - p
1 Read brand-guidelinesp e s Z =3 =
) Software creation is changing. We are a group of researchers,
| @ Plan Mission Control now Thought 65 2 b NS - '
+20-3-D entat engineers, and technologists inventing at the edge of what's
n I'll create a minimal, ser_tf—based landing page that useful and possible.
" @ PyTorch MNIST Experim matches your brand voice.
S = We have much to learn, try, and build.
) app/page.tsx +52-0 J
-~ @ Set up Cursor Rules for ...
S URSIEOn R D O app/globals.css +18-0 See projects Join our team —
@ Bioinformatics Tools 45m % - : Cursor CLI
1135 57 ) B natice Taoi Done. Fonts preload in the head, critical CSS is combines the key metrics:

inlined, and | added a color-scheme meta tag so dark
mode renders instantly without flash. 280ms first 2026

A report.py +40 -0
paint. f B

2026 I'11l add tests to lock in the behaviour using a
representative sample from last week's export:

test_usage.py +90

All set! We now track focus share, switching rates, and
()24 rolling engagement so PMs can compare tab-first and agent-

first workflows in seconds.
Plan, search, build anything...

< Agent Composer 2.5 1 > Add a follow-up

Composer 2.5

/ for commands - @ for files

Cursor, a fork of VSCode with Al coding support.
https://cursor.com/
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Project Announcement



B9 # %+ x % 2 GEI)

) ‘:_ The Chinese University of Hong Kong, Shenzhen

Questions

Next class: How to write a prompt
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